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INTRODUCTION
Mr. Chairman and distinguished members of the committee, thank you for the opportunity to testify
on the present and future roles of the National Nuclear Security Adminigtration’s nationa |aboratoriesin
homeland security. | am Paul Robinson, director of Sandia National Laboratories.

Sandia Nationd Laboratories is managed and operated for the National Nuclear Security
Adminigtration (NNSA) of the U.S. Department of Energy (DOE) by Sandia Corporation, asubsidiary
of the Lockheed Martin Corporation. Sandia s unique role in the nation’s nuclear weapons program is
the design, development, quaification, and certification of nearly dl of the nonnuclear subsystems of
nuclear warheads. We perform substantia work in programs closely related to nuclear wegpons,
including intelligence, nonpraliferation, and treaty verification technologies. Asamultiprogram nationd
laboratory, Sandia also conducts research and development for other nationa security agencieswhen
our specid capabilities can make sgnificant contributions.

At SandiaNationd Laboratories, we perform scientific and engineering work with our missonsin
mind—never olely for its own sake. Even the fundamentd scientific work that we do—and we do a
grest dedl of it—is Strategic for the mission needs of our sponsors. Sandia s management philosophy
has dways stressed the ultimate linkage of research to gpplication. When someone refersto Sandiaas
“the nation’s premier engineering laboratory,” that statement does not tell the whole story: We are an
applied science and engineering laboratory with afocus on developing technical solutions to the most
chalenging problems that threaten peace and freedom.

My statement will give anoverview of Sandid s contributions to homeland security in recent months,
followed by adiscussion of the mgor [aboratory capabilities of importance to the homeland security
mission in the future. | will aso share my thoughts on how best to structure a science and technology

cgpability for homeland security in order to have maximum success, including suggestions for how



legidation can ensure access to the research and development (R& D) resources that the new
Department of Homeland Security will require to support itsmissions. Let me stress at the outset,
however, that our experience has been that amost any thoughtful organizationd structure can work, if
well-meaning and empowered people carry out the work of the organization.*

SANDIA’SCONTRIBUTIONSTO HOMELAND SECURITY
AND THE WAR AGAINST TERRORISM

Like most Americans, the people of Sandia Nationa Laboratories responded to the atrocities of
September 11, 2001, with newfound resolve on both a persona and professiond level. Asaresult of
our own grategic planning and the foresight of sponsorsto invest resources toward emerging threats,

Sandiawas in apogtion to immediately address some urgent needs.

For example, by September 15, asmal Sandia team had insrumented the K-9 rescue units at the
World Trade Center site to adlow the search dogs to enter spaces inaccessible to humans while
trangmitting live video and audio to their handlers. This rdatively low-tech but timely adaptation was
possible because of previous work we had done for the Nationd Inditute of Justice on instrumenting
K-9 units for SWAT gitudtions.

Y ou may perhaps be aware that a formulation developed by Sandia chemists was one of the
processes used to help diminate anthrax in this very building (Dirksen), aswell asin the Hart and Ford
buildings here on Capitol Hill and at contaminated Sitesin New Y ork City and in the Postal Service.
We devel oped the non-toxic formulation as afoam severd years ago and licensed it to two firmsfor
indugtria production in 2000. The formulation neutralizes both chemicad and biologicad agentsin

minutes.

Specid devicesinvented by explosives experts a Sandia have proved to be effective for safely
disarming severd types of terrorist bombs. For the past severa years, our experts have conducted
training for police bomb squads around the country in the techniques for using these devices for safe
bomb disablement. The shoe bombs that Richard Reid alegedly attempted to detonate onboard a
trans- Atlantic flight from Paris to Miami were surgicaly disabled with an advanced bomb-squad tool
originaly developed at Sandia. That device, which we licensed to industry, has become the primary
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tool used by bomb squads nationwide to remotely disable handmade terrorist bombs while preserving

them for forengc analyss.

Sandiais a partner with Argonne Nationd Laboratory in the PROTECT program (Program for
Response Options and Technology Enhancements for Chemica/Biologica Terrorism), jointly funded by
DOE and the Department of Justice. PROTECT s godl isto demondirate systems to protect against
chemicd atacksin public facilities, such as subway sations and airports. For more than ayear, a
Sandia-designed chemical detector test bed has been operating in the Washington D.C. Metro. The
system can rapidly detect chemica agents and tranamit readings to an emergency management
information system. We successtully completed a demongtration of the PROTECT system at asingle
gation on the Washington Metro. The program has since been funded to accelerate deployment in
multiple Metro stations. DOE has a so been requested to implement a PROTECT system for the
Metropolitan Boston Trangt Authority.

Another mgor worry for homeland security isthe potentia for acts of sabotage againgt municipa
water supplies. In cooperation with the American Water Works Association Research Foundation and
the Environmenta Protection Agency, Sandia developed a security risk assessment methodology for
city water utilities. Thistool has been employed to evaluate security and mitigate risks at severd large
water utilities. We have used smilar methodologies to evduate risks for other criticd infrastructures

such as nuclear power-generation plants, chemica storage sites, and dams.

Asaresult of our sustained program of research and development on Synthetic Aperture Radar
(SAR), severa state-of-the-art systems have recently been provided to various DoD operationd units,
ether through Sandia directly or by a corporate partner. These systems are deployed in various criticd
and time-urgent national security missions, including direct support of Joint Forge, Enduring Freedom,
and homeland defense activities, and they have earned recognition for their exceptiona performance and
utility. Unlike more conventiona electro-optical systems, SAR provides a day/night, al-weather
imaging capability. Sandia has performed research and development on SARs since the early 1980s, an
activity that grew from roots in nuclear wegpon radar fuzing and has continued under the sponsorship of
both DOE and DoD and some corporate partners.

These and other contributions to homeland security and the war againgt terror are possible because

of grategic planning we conducted years ago and early investment in the capabilities that were needed
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to respond to emerging threats. The outstanding technology base supported by NNSA for its core
missonsis the primary source of this capability. We aso made dtrategic decisonsto invest Laboratory-
Directed Research and Development (LDRD) fundsin the very things that we judged were likdly to
become future needs: items to the Afghanistan theater, the decontamination foam, the sensors we have
deployed, and special-purpose robotics we developed. In recent months, requests for Sandia’'s
services from federal agencies other than DOE for work in emerging areas of need have increased.
Approximately twenty-eight percent of our total laboratory operating budget is now provided by federa
agencies other than DOE.

SANDIA’SCAPABILITIESFOR HOMELAND SECURITY
Sandia National Laboratories and the other NNSA |aboratories congtitute a broad, multidisciplinery
technology base in nearly dl the physica sciences and engineering disciplines. We are eager to leverage
those capabilities to support other nationa security needs germane to our missons, including homeand
security, when our cgpabilities can make sgnificant contributions. Following are afew areas of

expertise a Sandiathat are directly applicable to the homeand security mission.

Nuclear Sensing
As part of Sandia s mission for stockpile stewardship, we have long been committed to safe-
guarding nuclear wegpons from terrorists and actively supporting nonproliferation. The terrorist attack
at the 1972 Munich Olympics focused our awareness on vulnerabilities to terrorist attacks abroad and,
in particular, on the need to protect our stored nuclear weagpons. Thisled to our work on access delay
and denia systems at wegpons storage sites and improving the security of weapon storage vaults. More
recently, we have turned our physica protection expertise to protection and control of nuclear materids

in Russaand the former Soviet Union.

One important tool in the war againgt nuclear terrorism is the Department of Energy’s Second Line
of Defense (SLD) program. Its purposeisto minimize therisk of nuclear proliferation and terrorism
through cooperative efforts with foreign governments to strengthen their capability to detect and deter
illicit trafficking of nuclear materid acrosstheir borders. The NNSA laboratories expertise has been
essentid in this program.  Short-term, the Second Line of Defense program has adapted commercialy
available radiation detection equipment, security systems, and communications equipment to work
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comprehengvey with Russian Customs and other foreign agencies to stop nuclear smuggling. Itis
effective in detecting both weapons materia and radiological dispersd devices (RDDs) or so-cdled
“dirty bombs.” Long-term, the Second Line of Defense program will deploy radiation detection
equipment optimized for border use, integrate it with locd, regiond, and nationa-level communication
systems geared for quick response, and cooperatively train foreign officias in use of the systems.

Sandia National Laboratories produces radiation sensors for avariety of government customers.
One of our specidtiesis spectral sensor systems that provide automeatic radioactive materia
identification usng specid agorithms developed by Sandia. These systems detect and anayze nuclear
materias quickly, in red time, in indoor or outdoor environments, and with a high degree of precison
that provides high confidence. We have produced awide variety of sensor systems, from very large,
fixed ingdlations to smdl, rugged, portable battery- powered units.

Sandid s Radiation Assessment |dentification and Detection (RAID) System was origindly
conceived, built, and tested before the tragic events of September 11, 2001. However, it meetsthe
post—9/11 need to help safeguard our nation from nuclear terrorism. This system is designed to detect
and identify radioactive materias trangported through portals at passenger and package terminas at
international ports of entry. RAID uses acommercid sodium iodide scintillation spectrometer and
associated dectronics, dong with Sandia- developed analys's dgorithms, to detect and identify
radioactive materids passing within several meters of the sensor. A video image of the detection scene
is displayed on a base-gtation computer. The system automatically and continuoudy updates and
recalibrates for background phenomena and can identify a radioactive source even if the source is
shielded.

Based on our experience with RAID and other more advanced nuclear sensing systems, we believe
the state of development of our nuclear sensorsis such that the technology could be quickly transferred
to commercia producers and widdy and rapidly deployed at a cost of less than $50,000 per unit.
These deployed systems would have a very high probability of detecting a smuggled nuclear wegpon or
an RDD if properly deployed. Nuclear sensing systems could be placed a ports of entry, around likely
targets, or even scattered throughout a city to scan people, packages, and vehicles. Since these sensors
are passive devices, they don't emit asignd and, consequently, are very difficult to detect. In other

words, aterrorist can't use aradar detector to determine if one of these sensorsis present.
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Unbeknownst to aterrorist, an adarm from one of these sensors could dert law enforcement personne

to the presence or movement of aweapon that employs radioactive materid.

Of course, significant challenges exig in trangitioning any technology from the laboratory to mass-
produced industrial products. However, as we have demonsirated many times with technologies that
we have transferred to industry in the past, Sandiaworks closely with industrid partnersto work
through the design chalenges associated with manufacturing engineering and commercidization.

Chemical and Biological Agent Sensing

Sandiais researching avariety of technica solutions to counter the threet posed by chemica and
biologicd agents. Thisactivity is supported by the DOE Chemical/Biologicd Nonproliferation Program
(CBNP) and the Department of Defense and includes threat and response andyd's, environmenta
sensing and monitoring, facility protection, advance chem/bio-terror warning systems, reagent design,
and decontamination technology.

Sandiais developing a portable bio-sensor caled “microChemlab” to put into the hands of first
responders. Configured to detect toxins such asricin and botulinum, the device uses micro-fabricated
“chips’ asaminiature chemica andysislab to isolate and identify biologica agents. This system has
been demondtrated to aso rdiably and rapidly detect a variety of chemica wegpon agentsin redistic
Stuations where obscurants to mask the signature are present. The system is being modified to analyze

viruses and bacteria. We are identifying commercid partners to produce and market the unit.

We are ds0 exploring a process for identifying anthrax in a period of minutes, rather than hours. In
the laboratory, we are analyzing fatty acid esters vaporized from the cdll walls of bacteriaand
comparing them to cataoged signatures indicative of anthrax or other pathogens. If successful, these
sgnatures can be incorporated into the hand-held microChemlab unit described above. The ability to
identify abiologica agent quickly isacrucid step toward developing bio-attack warning systems and
defenses. Sandid s Laboratory-Directed Research and Development (LDRD) program supports this

work.

Sandiais engaged in an accelerated development effort for a standoff biologica weapons detection
system to provide advance warning of a biologica wegpon threat. The system will employ ultraviolet

laser-induced fluorescence to scan for and to discriminate clouds of biologica agents over a broad field
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of view. Prototypes of this system have been demonstrated on various mobile and fixed platforms and
have demondtrated excellent standoff range and sengtivity. Under NNSA sponsorship, we are moving
toward the demonstration phase of the system development in the next severd months.

As critical as sensor technology is to an effective biodefense, an even more overriding question is,
What should an integrated biodefense system look like? For the past severd years, Sandia has been
working with partners to understand the issues associated with defending cities againgt biological attack.
Starting with the basic objectives of limiting casudties and minimizing the impact of an attack on the
hedlth care system, we have evolved system concepts that combine early medica surveillance with
environmental monitoring. Early medica survelllance looks for patterns in the population for earlier
indications of an attack than would be possible if we waited for definitive patient diagnoses.
Environmental monitoring aims for till earlier detection by using sensors, such as those described
above, to detect dispersal of adisease agent. An urban environmental monitoring sysem would likdy
consgst of awide-areamonitoring component in combination with facility monitoring for high-vaue

facilities such as government buildings, subways, and airports.

Even with agood defengve system, knowing what to do in the “fog” of abiologicd atack is
extremdy difficult, especidly when information may trickle in over the course of days, where *no action”
may be a decision with serious consegquences, and where multiple jurisdictions complicate decison
making. To better understand the redl-world factors affecting such decisons and to help prepare
decision makers, Sandia has devel oped a multi-player interactive smulation that we call, “\Wegpons of
Mass Degtruction — Decison Analysis Center” (WMD-DAC). We are currently applying this
smulation capability to both biologica and nuclear defense scenarios.

Explosives Detection
Today, acommercialy produced, walk-through portal for detecting trace amounts of explosive
compounds on aperson is available for purchase and ingtdlation at arports and other public facilities,
The technology for this device was developed, prototyped, and demonstrated by Sandia National
Laboratories over aperiod of severa years and licensed to Barringer Instruments of Warren, New
Jarsey, for commercidization and manufacture. The instrument is S0 sengitive that microscopic

quantities of explosive compounds are detected in afew seconds.
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Using smilar technology, we have devel oped and successfully tested a prototype vehicle portd that
detects minute amounts of common explogivesin cars and trucks. Detecting explosivesin vehidesisa
major concern at airports, military bases, government facilities, and border crossings. The system uses
Sandia s patented sample collection and preconcentrator technology that has previoudy been licensed
to Barringer for use in screening arline passengers. The same technology has been incorporated into
Sandid sline of “Hound™” portable and hand-held sensors, capable of detecting parts-per-trillion

explosives and other compounds.

These devices could be of great vaue to customs and border agents at ports of entry. Y ou will
recall the incident in December 1999 when aterrorist attempted to crossinto the United States from
Canada a Port Angelesin Washington State. An dert border agent noticed his suspicious behavior and
ingpected the trunk of the vehicle, which was packed with explosives. A less dert agent might easlly
have dlowed the vehicle to proceed. If we could ingtdl vehicle ingpection portals at ports of entry to
scan for explogives and radiologicd materias quickly and efficiently, we would grestly improve our
homeland security.

Bomb Disablement Technology and Training
Asfirst reponders, American firefighters, police, and emergency personne will be caled upon to
be America sfirg line of defense againgt terrorist attacks. These men and women must be prepared for
the full range of terrorist threats, fromimprovised explosve devicesto chemicd, biologicd, radiologicd,
and nuclear weapons of mass destruction. It will be the responsihility of the Department of Homeland

Security to ensure they have access to the training and tools they need to do their jobs.

Sandia Nationd Laboratories began holding advanced bomb-disablement technology workshops
for bomb sguad techniciansin 1994. Since then, Sandia has transferred advanced bomb-disablement
technology to more than 750 workshop participants through Operation America and its predecessors,
Operation Riverside and Operation Albuquerque. Operation America isasaries of ongoing regiond
workshops hosted by aloca police department in the state where the event is held and supported by
regiona FBI offices. Participants come from bomb squads, police and fire departments, and emergency
response organizations throughout the United States, including most of our magor metropolitan cities and
the U.S. Capitol Police. They aso come from other government agencies, al branches of the U.S.
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military, and, internationdly, from our dliesin some of the world' s terrorism hotspots. Participants learn
gpplied explosives technology and advanced bomb-disablement logic, tools, and techniques. Technica
classroom presentations, live-range demonstrations, hands-on training, and specid high-risk scenarios
give them the knowledge and technology they need to respond to terrorist threats involving explosives.

Mogt of the bomb-disablement technologies demonstrated in Operation America were developed
by Sandia National Laboratories as part of the DOE Laboratory-Directed Research and Devel opment
(LDRD) program and our work for other federal agencies. These tools include the Percussion-
Actuated Nonelectric (PAN) Disrupter used to dismantle suspected explosive devices and preserve
forensic evidence. The device was used at the Unabomber’s cabin in Montana and was available at the
1996 Summer and 2002 Winter Olympic Games. More recently, Massachusetts State Police, with the
assistance of the FBI, used the Sandia-developed PAN Disrupter to disable the aleged shoe bombs

removed from an American Airlinesflight from Paris to Miami.

The PAN disrupter, aswell as other advanced disablement tools devel oped by Sandia, are
currently in use by loca bomb squads and could be used againgt terrorist threats such as radiologica
dispersa devices (RDDs) and other wegpons of mass destruction. Mot of these bomb- disablement
tools are rdatively smple to assemble in the field, can be used safely from a distance, and are
affordable, and they are currently in use throughout the bomb- disablement community. These tools
disrupt and “render-safe” explosive packages without initiating the explosives or destroying forensic
evidence.

Once Sandia has researched, devel oped, and tested a bomb-disablement tooal, it begins the process
of transferring the technology to the firgt-responders community, putting the technology in the hands of
the men and women who need it. Operation America sponsorsinclude Sandia National Laboratories,
the Nationd Ingtitute of Justice, and DOE.

Critical Infrastructure Protection
Nationd security and the quality of life in the United States depend on the continuous, riable
operation of acomplex set of interdependent infrastructures consisting of ectric power, oil and gas,
transportation, water, communications, banking and finance, emergency services, law enforcement,

government continuity, agriculture, hedlth services, and others. Today, they are heavily dependent on
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one another and becoming more so. Disruptionsin any one of them could jeopardize the continued
operation of the entire infragtructure syslem. Many of these systems are known to be vulnerable to
physical and cyber threets and to failures induced by system complexity.

In the past, the nation’s critical infrastructures operated fairly independently. Today, however, they
areincreasangly linked, automated, and interdependent. What previoudy would have been an isolated
falure, today could cascade into a widespread, crippling, multi-infrastructure disruption. Asthe
documented cases of attacks on vita portions of the nation’ s infrastructure grow, there is a sense of

urgency within industry and government to understand the vulnerabilities.

The Nationd Infrastructure Smulation and Anayss Center (NISAC), which would be transferred
to the Department of Homeland Security under the Adminigtration’ s bill, is a comprehensive capability
to assess the nation’ s system of infrastructures and their interdependencies. NISAC's partners are
Sandia Nationd Laboratories and Los Alamos National Laboratory, both of which possess extensive
supercomputer resources and software expertise. NISAC will provide reliable decision support
andysisfor policy makers, government leaders, and infrastructure operators. It will perform modeling,
smulation, and analysis of the nation’ s infrastructures, with emphasis on the interdependencies.

Sandia pioneered Probabiligtic Risk Assessment (PRA) as atool for evauating the risks associated
with high- consequence systems such as nuclear weapons and nuclear power generation plants. We
apply thistool to risk assessmentsfor critica infrastructures such as dams, water utilities, chemical
plants, and power plants. Combined with our expertise in security systems for nuclear facilities, we
have helped utilities and indusiria associations creste security assessment methodologies that can guide
owners and operators through the assessment process to determine vulnerabilities and identify mitigetion
options. Methodologies have been developed for water utilities, chemica storage facilities, dams,
power plants, and electrica power transmission systems.

Cyber Sciences
Computer systems and networks are attractive targets of attack for high-tech criminds, foreign
governments, and, increasingly, terrorists. Government, commerce, and the military increasingly rely on

cyber networks in their operations. Computerized Supervisory Control And Data Acquistion
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(SCADA) systems often control the operations of critica infrastructure systems such as power utilities
and distribution networks and municipa water supplies.

Sandia conducts significant research in the technologies intended to protect cyber and network
resources and the information that resides on such systems. Programs that assess the vulnerabilities
associated with these systems are in place for our own resources as well as for those at other federd
government agencies. Sandia operates a SCADA laboratory to study such cyber control systems and
to determine effective protection strategies. We conduct red-teaming to chalenge cyber and
information systems and identify and remove vulnerabilities. Our objectives are to enhance the
resstance of cyber syssems and critica information systemsto attack and to develop solutions for
survivability and response options. Our understanding of the issues associated with computer and
network vulnerabilities is enhanced by the microdectronic design and fabrication capability resident at
Sandiaas well asthe sate-of-the-art work performed as part of NNSA’s Advanced Simulation and
Computing (ASC) campaign.

Nuclear Incident Response
The President’ s bill to establish a Department of Homeland Security defines aNuclear Incident
Response Team that includes entities of the Department of Energy and the Environmental Protection
Agency that perform nuclear and/or radiological emergency support functions (Section 504).

NNSA playsavita support role in combating acts of nuclear terrorism through its Nuclear
Emergency Support Team (NEST). NEST provides the FBI and other federal and state agencieswith
technicd assstance in response to terrorist use or threat of use of anuclear or radiologica devicein the
United States. NEST a so supports the Department of State in asimilar role for incidents oversess.
Another NNSA team, the Accident Response Group (ARG), has the different mission of providing
technical support in response to accidentsinvolving U.S. nuclear wegpons while they are either in the
custody of DOE or the military services. The ARG and NEST teams draw from the same pool of
experts a the NNSA |aboratories, dl of whom are volunteers.

NEST maintains a fast-response capability for aradiologica emergency involving dispersa of
radioactive debris—for example, from the detonation of a so-cdled “dirty bomb” or radiologica
dispersa device (RDD). NNSA's Radiologica Assistance Program (RAP) providesinitia responders
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who can be on the scenein amatter of hours. Their support role isto characterize the radiologica
environment, provide technical advice to the FBI, FEMA, and other emergency response agencies, and
to assst with decontamination and material recovery. NNSA isin the process of enhancing the
Radiologicad Assistance Program to perform radiologica weapons detection and device characterization
missons on aregiond basis consstent with the FEMA response regions.

The Joint Technical Operations Teams (JTOTS) are mgor operationa €lements of NEST that
directly assst military units and crisis response operations. These teams are trained and equipped to
support render-safe operations and advise on stabilization, packaging, and disposition procedures.

In addition to the NEST and ARG capabilities, NNSA maintains Conseguence Management Teams
that are available to provide assistance to federd and state agencies that require radiologica emergency
assistance after a detonation has occurred. The teams are trained and equipped to support assessment,
monitoring and sampling activities, laboratory analyss, and hedlth and safety support to incident
responders.

Sandia National Laboratories contributes more than one hundred team members to the various
elements of NEST, ARG, RAP, and Consequence Management. Sandia srole focuseslargely on RAP
incident response, device characterization, render-safe techniques, assessment and prediction of
conseguences from radiologica incidents and accidents, and methods for containment of radiologica
materids. Sandiaisthe only NNSA laboratory that maintains the capability for containment of
particulates that would be released in an RDD explosion.

U.S. / Russian Nuclear Security Programs
Sandia supports a broad range of cooperative programs with Russain nuclear security. These
programs, funded by NNSA, DoD’ s Cooperative Threat Reduction program, and the Department of
State, address the safety and security of nuclear weapons, the security of fissile materids, verification of

fissle materids, and defense converson.

| want to make specia note of the importance of the activities with Russa. The terrorigt attacks last
September have made us dl acutely aware of the catastrophic potentia of wegpons of mass destruction
should they end up in the wrong hands. The cooperative efforts to protect nuclear materias and
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maintain sate control over nuclear capabilities and assets in Russa are important initiatives that must

continue.

We promote avision caled “ Globa Nuclear Management” that, if redlized, would systematize the
control of dl nuclear materiasin theworld. However, the current state of protection for nuclear
materidsin Russa, while improved through the past efforts of this program, is an important indication of
the potentid for nuclear materid proliferation. We must continue these efforts with Russa.

ENSURING ACCESSTO THE NNSA AND DOE LABORATORIES
FOR HOMELAND SECURITY MISSIONS

The nationd |aboratories of the NNSA and DOE are widely regarded as the premier science and
technology laboratoriesin the federa government. These indtitutions have along history of excellencein
research and development for nuclear wegpons and other nationa security applications. They are
uniquely able to deploy multidisciplinary teams on complex problemsin away that integrates science,
engineering, and design with product redization. These labs dready have the scientists and engineersin
place to contribute to the counterterrorism program, and most of them aready handle classified research

projects, which will be arequirement in dedling with terrorism threats issues and responses.

In aworld where threets are increasingly insidious—with worrisome developments in chemicd and
biologica weapons, cyber warfare, and proliferation of radiologica and nuclear capabilities—it is
important that the NNSA and DOE |aboratories be mgjor contributorsin the national effort to address
these threats. These nationd |aboratories can provide enormous vaue to homeand security chalenges.
They are dso the logica entities to perform technology eva uation on the many products and proposals
that will inevitably be advocated to the Department of Homeland Security from countless vendors.

| would recommend that the new Homeland Security Department operateinitialy with the nation’'s
exidting research and development centers. It isunlikely that a new “stand-adone” science and
technology laboratory could be crested from scratch in time to make significant contributions. The
United States is at war, and we must be bring technology to bear asrapidly as possble. Thereisno
luxury of time to organize, build, or bring anew laboratory into successful operation.

The naturd desire for anew agency to have organic laboratory assets thet it “owns’ can be
addressed in the longer term. However, it makes eminent sense to begin with the assets that exist now
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at nationd |aboratories and other gppropriate research providers, then evolve over time to afuture state
where separate |abs could be pulled out and designated as homeland security laboratories. Ultimatdly, it
may prove desrable for existing eements of the nationd laboratories (at least those which demondtrate
that they are particularly important for homeland security) to be spun-off into independent Federaly
Funded Research and Development Centers (FFRDCs) for homeland security.

Any new FFRDCs that might be created at some future time should aways have “permeable
membranes’ that alow sharing of expertise from other parts and programs of sister [aboratoriesin the
NNSA, DOE, or other research centers. Placing a bureaucratic wal around a homeland security

laboratory would reduce rather than enhance its effectiveness.

It has long been my opinion that the nation would be better served if the nationa |aboratories that
were created by acts of Congress could in fact become true nationd laboratories, with amplified
procedures in place to alow their unique resources to be rapidly and efficiently applied to support any
agency of the federad government with respongbility for important national missons. The current

homeand security crigs easily qudifies as an gppropriate case for this gpproach.

Unfortunately, established bureaucratic structures and regulations that keep agencies at arm’s length
from one another will stand in the way of effective utilization of the NNSA or other DOE laboratories
for homeland security unless legidative action is taken to remove the barriers. Asafirst step, it would
be helpful to explicitly authorize NNSA to carry out research and development for homeland security by
adding that activity to the NNSA’sligt of authorized activities at Title 42, Section 2121, of the United
States Code. Similar action was taken by the 101st Congress when it added technology transfer to the
NNSA'’s authorized activities with the Department of Energy Nationd Competitiveness Technology
Transfer Act of 1989

Next, the Homeland Security Act should give the Department of Homeland Security the power to
task the NNSA |aboratories directly, just as the Science, Energy, Environmental, and other non-NNSA
offices of DOE are ableto do. Smilarly, usng the Joint Sponsorship provisions dready within the
Federd Acquisition Regulations would alow NNSA and the Homeland Security Department to
embrace these missons and to jointly undertake research and development activities under mutud

agreement. These authorities would €iminate the bureaucratic red tape and additiond costs associated
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with the Work-for-Others (WFO) process that could otherwise inhibit access and utilization of the
laboratories by non-DOE sponsors.

ORGANIZING THE RESEARCH AND DEVELOPMENT FUNCTION
IN THE DEPARTMENT OF HOMELAND SECURITY

It will be important for the Homeland Security Department to have the authority to determine for
itsdlf how and where to make its research and development (R& D) investments to support its mission
gods. Therewill be some laboratories and inditutions that will lobby to be designated as homeland
security laboratories or as centers of excellence for this or that homeland security misson area. The
Department will need to look beyond labels to demonstrated capabilities and a track record of
deliverables. 1tsR& D program should encourage a competition of ideas amnong many performers,
including indudtrid firms, univergties, and federa |aboratories, and then fund the development of the best

ideas based on considerations of technica merit and not on who the performer is.

The Department of Homeland Security must adopt a two-track strategy for R& D that addresses
both near-term and long-term needs. DHS must quickly demonsirate and deploy gpplied technology
for threats that exist now. In the near term, the Department’ s R& D program must stress deployment of
technologies for which aresearch base dready exigts. It will need to rely on laboratories that can work
effectively with industry and perform Advanced Concepts Technology Demongrations in an expedited
fashion under programs managed at the Under Secretary level.

DHS will dso require a strategic research program to address longer-term issues. This program
should commission research in areas that hold potentid for breakthrough technologies of importance to
homeland security. 1t may perhaps function like the Defense Advanced Research Projects Agency
(DARPA) or be staffed as asmall Federaly Funded Research and Development Center (FFRDC)
reporting to the Office of the Secretary, as recommended by the National Research Council report.?

| bedieve it will also be important to establish some research programs that are funded at the mission
leve, not just at the task level, within key laboratories. Our experienceisthat |aboratory staff become
far more likely to produce important resultsin support of their missons when they can devote
themsdvesin a streamlined and focused way—uwith the most knowledgeable and most qualified
individuas having the freedom to pursue new ideas, choose the best approaches, and act on new
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research results with aminimum of bureaucracy. What has made this modd so successful in the past for
both our military and other sponsors has been the way in which we have integrated new technologies by
placing the emphasis on technology solutions. Whenever we have been given cradle-to-grave
respongbility for bringing “legp-frog science” to bear in the shortest possible time, our technica saff
have worked in close teamwork with the end users of the technology to assure that what is ddlivered to
the fied will be successful. This unique gpproach to marrying “technology-push” with *requirements-
pull” isahdlmark of Sandia s R&D philosophy.

Each Under Secretary of Homeland Security will have unique R&D requirements. Clearly, the
Under Secretary for Chemical, Biologica, Radiological, and Nuclear Countermeasures will need access
to asubgtantialy different set of R& D resources than the Under Secretary for Border and
Trangportation Security. But the needs for improved technology are widespread.

We recommend that each Under Secretary create a laboratory network tailored for his or her
missons by directly tasking existing ingtitutions that possess the competencies required. We cdl this
entity a“virtua nationa laboratory,” and it has dready been tried and proven in the NNSA [aboratory
system and elsewhere as an effective modd for multi-ingtitutiona programsinvolving research and
technology development. Virtua national laboratories may be of permanent or limited duration and can
be reconfigured as necessary for evolving requirements.

Toillugrate, the Under Secretary for Chemicd, Biologicd, Radiologcid, and Nuclear
Countermeasures may design one or more matrixed |aboratory systems that include representation from
the National Indtitutes of Hedlth, some DOE/NNSA labs, leading research universities, and the
pharmaceutica industry. The Under Secretary for Border and Transportation Security may design one
or more matrixed laboratory systemsfor his or her needs that include representation from the Nava
Research Laboratory and other DoD labs, DOE/NNSA, industry, and universties.

Each of these“virtua nationd laboratories’ would have a defined organizationd structure with a
laboratory director and program directors, dthough it would own no red property. The |aboratory
director would manage a Laboratory Liaison Council (LLC) with representation from the constituent
ingitutions. The LLC would be the Under Secretary’ s vehicle for direct access to the nationa
laboratory system. There would be no requirement to go through each ingtitution’ s sponsoring federd

agency in a“work-for-others’ procurement process.
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A ggnificant advantage of this concept isthat it encourages competition of the right sort—
competition of ideas (not direct competition of Iabs for money)—and cooperation on results, pulling
together the right resources for a particular mission focus. It encourages rapid trangition of the fruits of
research into development and application and helps avoid the “valley of death” that often prevents
promising research from moving from development to deployment.

Specific recommendations to implement this concept in the DHS legidation are attached in the
appendix to my statemen.

SUMMARY AND CONCLUSION

Sandia National Laboratories and the other NNSA and DOE |aboratories congtitute a broad,
multidisciplinary technology basein nearly dl the physical sciences and engineering disciplines. We are
esger to leverage our capabilities to support the science and technology needs of the new Department
of Homeland Security.

Sandia possesses strong competenciesin nuclear, chemica, and biologica sensors and engineered
systems suitable for transfer to industry and deployment in homeland security applications. We have
been proactive in supporting our nation’ s first responders and addressing the chalenges of infrastructure
protection. We have atrack record of anticipating emerging homeand security threats and investing in
technology development to counter them through our Laboratory- Directed Research and Development
(LDRD) program and sponsor-directed programs. We are the premier nationa laboratory for working
with industry to trangtion technologies into deployable commercid applications.

Bureaucratic and regulatory roadblocks exist that limit access to the DOE/NNSA nationa
laboratories by other federal agencies, and those obstacles should be removed by the homeand security
legidation in order to facilitate direct accessto those resources. The Homeand Security Department
needs the authority to manage a research and development program that encourages competition of
ideas among many performers—induding industria firms, universties, and federd |aboratories—and
then fund the development of the best ideas based on technica merit and gpplicability to misson needs.

On behalf of the dedicated and talented people who congtitute Sandia Nationd Laboratories, | want
to emphasize our commitment to strengthening United States security and combating the threat to our
homeland from terrorism and wegpons of mass destruction. It isour highest god to be a nationa
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|aboratory that delivers technology solutions to the most chalenging problems that threaten peace and
freedom.
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APPENDI X

Recommendations for Structuring Research and Development
In the Department of Homeland Security

Each Under Secretary should have authority for “conducting a nationa scientific research and
development program to support the missions of the Department” for which he or sheis
respongible, “. . . including directing, funding, and conducting research and development relating
to the same’ (as per Sec. 301 (2) of the President’ s hill).

In addition, each Under Secretary should appoint a Director of Research and Development with
authority to immediaey create networked |aboratory systems (virtua national laboratories)
through cooperative arrangements with federal, academic, and private research inditutions.

Appropriate funding will be required.

Directors of Research and Development will be asssted by Laboratory Liaison Councils with
representation from the indtitutions of the virtua nationd laboratory.

Directors of Research and Devel opment should have authority and gppropriated funding to
originate and award Cooperative R& D Agreements (CRADAYS) and other technology transfer
mechanisms between virtua nationa |aboratories and industry on an expedited bas's.

DHS legidation should authorize al rdlevant federdly funded R& D indtitutions to accept direct
tasking from the DHS and should ingtruct “landlord” agenciesto fecilitate DHS taskings of
indtitutions under their oonsorship.

- Atleat initidly, DHS should rdly on the established grest |aboratories of the nation, rather than
cresting new ones for its science and technology (S&T) program. Thereisinsufficient timeto
edtablish a“ green field” laboratory that can make contributions on the scale required in atimely

manner.

Congress should add homeland security to the NNSA’s list of authorized activities a Title 42,
Section 2121 of the United States Code.
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Thought must be given to ensuring that S& T activities are not encumbered with bureaucratic
processes that difle the imaginative and innovative work required if we are to be successful.
New processes will be required in some cases, rather than importing existing ones from

organizations brought into the new department.

As recommended by the National Research Council,# an office of “Under Secretary for
Technology” should be created, reporting to the Secretary of Homeland Security. This office will
manage a strategic, peer-reviewed research program with universities, nationd laboratories, and
industry. Sustained funding a the misson leve will be required.

Also as recommended by the National Research Council,> a Homeand Security Ingtitute should
be established as a Federaly Funded Research and Development Center (FFRDC) under the
direction of the Under Secretary for Technology. This entity should perform policy and systems
andysis, help define standards and metrics, and assst agencies with evaluating technologies for
deployment.
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